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THE QUALITY OF INFORMATION IN A SECURITY MANAGEMENT SYSTEM 

(ISMS) THROUGH A SOFTWARE BASED ON THE ISO 27001 STANDARD FOR 

EDUCATIONAL INSTITUTIONS, MEXICO, 2021 

 

ABSTRACT. 

The objective of this research was to create a computer application to improve the quality 

of information applied to educational institutions based on the ISO 27001 standard. It aims 

to reduce computer risks and proposes a risk treatment plan by developing software. The 

scope of the project is limited by the control objectives obtained directly from the ISO 

27001: 2013 standard. The project is structured in phases: the problem is presented in 

which the drawbacks currently experienced by educational institutions that do not have an 

ISMS in place, the objectives of the SICSI to be developed, the framework of reference to 

be developed, are highlighted. From which it was possible to measure the dimensions of 

the project and the proposed technological solution, the theoretical and reference frame-

work from which it was possible to measure the dimensions of the project to develop and 

implement it in an educational institution. The contribution is a computer application with 

the aim of preventing vulnerabilities and threats to the quality of the security system. The 

different risks that are caused by different practices within educational institutions and the 

treatment of each one can be identified in order to minimize the negative impact within 

them. The information of the variables was collected and analyzed, documenting the re-

sults, generating a proposal for other Universities in similar situations. 

Keywords: Computer application, iso 27001, educational institutions 

 

RESUMO. 

O objetivo desta pesquisa foi criar um aplicativo computacional para melhorar a qualidade 

da informação aplicada às instituições de ensino com base na norma ISO 27001. Tem 

como objetivo reduzir os riscos do computador e propor um plano de tratamento de riscos 

através do desenvolvimento de software. O escopo do projeto é limitado pelos objetivos de 

controle obtidos diretamente da norma ISO 27001: 2013. O projeto está estruturado em 

fases: apresenta-se o problema em que se destacam os percalços vivenciados atualmente 

pelas instituições de ensino que não dispõem de SGSI, os objetivos do SICSI a 

desenvolver, o quadro de referência a ser desenvolvido. onde foi possível mensurar as 

dimensões do projeto e da solução tecnológica proposta, o quadro teórico e de referência a 

partir do qual foi possível mensurar as dimensões do projeto para desenvolvê-lo e 

implementá-lo em uma instituição de ensino. A contribuição é uma aplicação informática 

com o objetivo de prevenir vulnerabilidades e ameaças à qualidade do sistema de 

segurança. Os diferentes riscos que são causados por diferentes práticas dentro das 

instituições de ensino e o tratamento de cada uma podem ser identificados a fim de 

minimizar o impacto negativo nas mesmas. A informação das variáveis foi recolhida e 

analisada, documentando os resultados, gerando uma proposta para outras Universidades 

em situação semelhante. 

Palavras-chave: Aplicativo para computador, iso 27001, instituições de ensino. 

 

INTRODUCTION. 

Nowadays it is becoming easier for all the electronic information of an organization can be 

stolen or modified by multiple individuals, or even by organizations that have the objective 

of taking as much information as possible for their own benefit. For this, information secu-

rity policies are constantly being created to prevent future and possible theft of informa-

tion. Thinking of the different ways in which you can get away or that there is an opportu-



nity for theft. As the use of the Internet is on the rise, more and more companies allow their 

users, partners and suppliers to access their information systems. Therefore, it is necessary 

to know which company resources need protection in order to control access to the system 

and the rights of users of the information system. In addition, due to the growing trend to-

wards a nomadic lifestyle today, which allows people to connect to information systems 

from almost anywhere, they are asked to take part of the information system with them 

outside. of the secure infrastructure of the Organization. 

 

Currently, attacks and threats against information security in educational institutions do not 

take very seriously the risk involved in keeping all this information unprotected and do not 

have the security policies recommended by international standards. It is assumed that most 

of the educational institutions in their IT departments do not have tools that help the people 

in charge of these areas to protect the information deposited in the Information Systems, so 

it is thought that there is a lack of technological knowledge to protect information from 

threats and attacks from both internal and external factors. 

 

Social dynamics and technological growth have allowed educational institutions to apply 

the means and resources at their disposal to have timely information systems, which allow 

defining school indicators, streamlining processes, design and monitor the degree of ad-

vancement of lines action, methods, techniques and strategies, use resources efficiently and 

observe the changes we face in our environment for proper decision making. For all those 

involved in the Institution, it is necessary to consider the information described above, in 

order to have elements of judgment that allow sustaining or modifying an action plan pro-

posal and that allows achieving the mission, vision and objectives established in the own 

institution. 

 

It is necessary to know the importance of having quality in the information system in the 

administration of education to generate reliable, valid, timely and accurate data that allow 

to support decision-making, so it is a necessity in the context current education highlight 

the usefulness of computer tools and their implementation within schools because it allows 

optimizing elements and resources by carrying out in a timely, manner and in a more pro-

ductive and efficient way a task that requires time, high costs and physical and mental ef-

fort . 

 

It becomes necessary for those institutions, in which they have obviously forgotten the 

importance of human resource administration, to solve the problem they face by imple-

menting an information system on the dynamics of use of educational resources with stu-

dents. that an institution counts; The care of resources is essential, their allocation must be 

optimal and careful and the operational control of the process must be in charge of people 

committed to the ability to address the problem. If we consider the educational entity as a 

properly organized structure, in which decision-making is applied on a large scale, in the 

different areas existing within it; It becomes a priority to identify the requirements that 

information systems must have on the administration of education, since each area works 

in a different way, so the level of attention will vary depending on the analyzes carried out 

from the known information. 

 

Therefore, the issue of quality in information security for educational institutions is presen-

ted here. Currently there are various risks in which information can be lost or extracted 

without the necessary security measures that affect the institutions, however, this may be 



because there are not enough controls to meet these needs or they are not carried out. cape. 

Policies, procedures and controls are proposed more specifically to avoid loss of informa-

tion as well as a good backup and protection of data since today it is very important to co-

llect information and also make good use of it because security In networks and systems it 

is not a game since to be sure in the first place, it must be confidential, have competent 

people in addition to carrying out various controls that precisely help us to keep our data-

bases and networks secure, additionally, keep our data updated. software and hardware, as 

well as avoiding the loss of data, the theft of sensitive and confidential information or the 

disclosure of user data that can cause serious losses, both financial and credibility. 

 

This research starts from the identification of risks, threats or vulnerabilities in the quality 

of information security to which an educational institution is exposed and which are caused 

by various situations within these institutions, proposing measures and controls, with the 

objective of maintaining the integrity, confidentiality and availability of the information for 

a positive operation within the Institution. At present, the information that organizations 

possess and generate is of vital importance and significance, in most Organizations not to 

mention that in all, confidentiality contracts are even signed where employees or former 

employees cannot speak about said information. . Therefore, it is necessary for organiza-

tions to have adequate control over the information and also to be able to control the hand-

ling of the information by the collaborators. 

 

This computer application is aimed at people related to the information technologies of an 

educational institution, either because of the responsibility assigned to them in relation to 

computer assets or because of the benefits they obtain from them. In addition, it is aimed at 

organizations that need to be careful to protect their information in order to offer them a 

proposal on how to avoid any risk of attacks within the institution. 

 

THEORETICAL FRAMEWORK. 

Quality of the information. 

Quality assurance begins with the actions carried out during planning such as the set of 

procedures, techniques and tools during the life cycle, audit activities such as technical 

reviews or inspections, optimizing the previously defined criteria and the management in-

formation functions, more oriented to documentation and development of tests. 

 

Information systems make it possible to measure the value, recognize the strengths and 

weaknesses of a school, compare it with other schools, identify common indicators that 

measure the same with a high degree of reliability, which can be read and interpreted based 

on the degree of development and evolution of both systems and institutions. Information 

security quality is the set of technical, operational, organizational and legal measures that 

allow organizations to safeguard and protect information. The concept of information secu-

rity should not be confused with that of computer security, since the latter only deals with 

security in the computer medium, but the information can be found in different media or 

forms, and not only in computer media. The quality of information security (Wendy, 

Wang, 2019) is responsible for ensuring the: Integrity: property of safeguarding the accu-

racy and complete state of information assets, Availability: property of the information 

being accessible and usable by request from an authorized entity, and Confidentiality: pro-

perty that determines that the information is not available or disclosed to unauthorized in-

dividuals, entities or processes. 

 



Currently, companies have experienced high growth in information leakage, where confi-

dential documents are exposed outside the company. The greatest challenge to control the 

leakage of information in companies are employees, since voluntarily or involuntarily, they 

cause information leakage. This creates a bad image or corporate reputation, since the ina-

bility to control attacks or leakage of critical information is questionable. Information secu-

rity management is an important issue to guarantee the integrity of the information in the 

systems. These standards focus on a set of vulnerabilities or risks, internal and external, 

that must be addressed through the application of an associated set of controls. These con-

trols are physical or administrative safeguards suggested in the standards, aimed at avoi-

ding or mitigating risks. 

 

Currently, the different organizations face world-class competition, quality becomes an 

important differentiating point, in addition to increasing general customer satisfaction, re-

ducing costs and optimizing resources. Products or services that have quality certificates 

are preferred by buyers because they convey security and trust. This is also a valuable at-

tribute for overseas marketing strategies. The concept of total quality aims to seek exce-

llence in everything that man, society and organizations do. This concept also applies to 

the development of information systems based on information processing equipment and 

man-made programs. 

 

Existing software. 

The ISOTools Excellence Software for ISO / IEC 27001: 2013 for the Information Securi-

ty Management System or ISMS is made up of different applications that, when put toget-

her, work so that the information handled by Organizations does not lose any of its proper-

ties. important: availability, integrity and confidentiality. In an internal software develop-

ment scenario, an organization that claims to be certified or maintain a certification must 

take care of certain aspects of software development. 

 

An IS standard (Tofan, 2019) is structured by a set of controls grouped into domains. The 

main reference for IS standards, ISO 27001 (Gilliam, 2009), is recognized as the most wi-

despread standard throughout the world (Buecker, 2019). Other commonly mentioned mo-

dels and also with a broader coverage than just security are the ITIL (Official ITIL) and 

COBIT (ISACA) standards]. 

 

Information security management must meet a clear objective: reduce the level of risk to 

which the educational institution is exposed. Having adequate security within the informa-

tion management systems within educational institutions is of great importance because, it 

avoids having any hacking and loss of information of valuable criteria due, to better im-

plement the ISMS is important keep a control and this is where the audits come in, where 

they review what is being done well and badly and for this to apply improvement and / or 

changes within the computer part of the institution. Unauthorized access to systems and 

infrastructures is another of the main risks to avoid. Much of this unauthorized access 

could be prevented if systems and applications were properly updated. Updating is consi-

dered a fundamental part of good management and corporate responsibility, since it provi-

des greater security and denotes a work of continuous improvement that benefits the appli-

cation and the user. 

 

Organizations must take a proactive approach in order to identify and protect all of their 

most important assets. Establishing an information security risk treatment plan allows the 



Organization to evaluate what it wants to protect and use it as a support element to make 

the decision to identify different security measures. Comprehensive information security 

risk assessment enables an Organization to assess potential risks in the context of its needs. 

It is very important to bear in mind that the purpose of information systems and the data 

they contain is to support the Organization's processes, which in turn support the Organiza-

tion's mission. Information is a fundamental element that contributes to the Organization's 

ability to sustain its operations. 

 

To carry out the implementation of the ISO 27000 standard, the use of a specific risk ma-

nagement program is an excellent option that allows considerable cost and time savings on 

the one hand, and, on the other, the ability to carry out an exhaustive control of all the pha-

ses of the process, as well as of the results and the identification of possible points to im-

prove and risks for the company. By implementing and certifying the ISO 2700 standard, 

for the organization's ISMS (Information Security Management System), it can be demons-

trated in a particular way that the entity complies with all the minimum requirements to 

ensure information security. 

 

Organizations must have an Information security management model or system based on 

globally recognized security standards, in order to establish and maintain security aligned 

with the organization's needs and strategic objectives, composed of by an organizational 

structure, with roles and responsibilities and a coherent set of policies, controls, processes 

and procedures, which allow it to adequately manage the risks that may threaten the confi-

dentiality, integrity, availability, authenticity, traceability and non-repudiation of the secu-

rity of the information. 

 

To achieve an adequate quality of information, it is essential that organizations establish a 

structured, clear and rigorous methodology for the assessment and treatment of security 

risks, with the aim of: knowing the real state of the security of the information assets to 

through which business information is managed, identify and assess threats that may com-

promise information security and determine the security mechanisms and measures to be 

implemented to minimize the impact in case of possible losses of reliability, integrity and 

availability of the information. 

 

Organizations handle large volumes of data belonging to third parties which must be trea-

ted in accordance with the requirements of the law, guaranteeing customers that their in-

formation is secure under the highest quality standards related to information security. 

Technologies and communications are becoming increasingly important in organizations 

due to the support they provide to the systematization and organization of information. 

However, due to various vulnerabilities and threats, Information Systems can put at risk 

the integrity, confidentiality and availability of the quality of the information, for which the 

risks must be managed to minimize damage to the organization through the prevention and 

reduction of the impact of security incidents. Currently, most companies that implement 

ISMS use tools such as spreadsheets to perform GAP analysis to determine the degree of 

compliance with the requirements set forth in the NTC-ISO-IEC-27001 standard. 

 

The implementation of an ISMS allows the organization to carry out a risk analysis; iden-

tifying threats, vulnerabilities and impacts on Organizational activity, continuous impro-

vement in security management, guarantee of business continuity and availability, reduc-

tion of costs related to incidents, increase in customer trust levels, increase in value com-



mercialization and improvement of the organization's image, comply with current legisla-

tion on the protection of personal data, information society services, electronic commerce, 

intellectual property and in general, that related to information security. This implementa-

tion of the quality of the information through a software tool accompanied by techniques 

for Data Visualization, makes it easier for people to interpret the information and make 

decisions for the management of quality systems in information security. To develop this 

computer application it was necessary to know technical and legal concepts that are direc-

tly related to the subject and have a theoretical and legal support that allows clarifying de-

finitions in order to respond to the requirements of the project. Nowadays, companies and 

people tend to systematize the tasks they carry out repetitively to optimize time and make 

decisions intelligently, that is why management systems are not alien to this situation and 

computer tools must be implemented that allow data analysis and easy understanding by 

users at all levels. To carry out a simple analysis, it is easy to find templates in Excel that 

allow these diagnoses to be carried out easily, which is why a computer application is ma-

de that facilitates this process. 

 

ISO 27001: 2013 standards. 

This standard is the international standard for information security management. Defines 

how to implement an independently assessed and certified information security manage-

ment system. This enables you to more efficiently secure all financial and confidential in-

formation in a way that reduces the possibility of it being accessed illegally or without aut-

horization. With ISO / IEC 27001: 2013, commitment and compliance with the best global 

practice can be demonstrated, demonstrating to customers, suppliers and stakeholders that 

security is essential to the way the Organization operates. 

 

The ISO / IEC 27001: 2005 standard is an internationally recognized standard, which spe-

cifies the requirements to establish, implement, operate, monitor, review, maintain and 

improve an Information Security Management System (ISMS), considering the risks of 

business (Official ISO 27000). In other words, it proposes a methodology to implement the 

ISO, specifying the requirements for the application of security controls to an ISMS. This 

standard segments security into eleven domains and proposes a set of controls within them. 

 

Most organizations base their operations on computer systems. This situation is manifested 

through the IS standards, which present the security problem as a set of controls that repre-

sent guarantees for the different security vulnerabilities. On the other hand, it should be 

considered that there are also national regulations that do not necessarily align with inter-

national standards, which means that the organization must comply with both require-

ments. This is further aggravated, if it is considered a governmental organization, which 

also must comply with internal government regulations. This puts the organization in trou-

ble as to which standard to apply or what level of compliance to achieve with the standards 

it is interested in achieving. 

 

Given this situation, the incorporation of new systems within an organization that is certi-

fied according to a standard or that is on the way to do so, is an important decision, since 

the incorporation of systems that do not comply with the standard could lead it to lose the 

certification. . This phenomenon forces us to consider the effects or requirements of the 

standards in new systems developments, therefore, the controls established within the stan-

dards have an impact on the different stages of Software development. 

 



ISO, (International Standardization Organization), is the body in charge of promoting the 

development of international manufacturing, trade and communication standards for all 

industrial branches. The main function is to seek standardization of product and safety 

standards for businesses, companies and organizations at an international level. The stan-

dards created by ISO are voluntary, they do not have the authority to impose their stan-

dards on any country since ISO is a non-governmental body and does not depend on any 

other international body. The ISO 27000 Standard is an international and open standard, 

the purpose of which is to establish a series of minimum requirements that an Information 

Security Management System (ISMS) must meet in an organization, public or private, big 

or small. Companies are looking for efficient means that allow them to ensure and manage 

the security of information and the means that process it. The ISO 27000 series is the one 

that meets all the information security standards, the most important of which are the ISO 

27001 and ISO 27002 standards. 

 

The main difference between these two standards is that 27001 is based on continuous se-

curity management, supported by the identification of risks over time. It is a standard that 

organizations must certify. It contains a series of requirements that an organization must 

meet, to be in accordance with good practices. Today it is the most popular security certifi-

cation and is applied by companies of all kinds on a universal level. Standard 27002 is a 

good practice guide that describes a succession of control and management objectives that 

should be recommended to provide security in the organization. It is a non-certifiable stan-

dard. The ISO 27003 standard provides instructions on how to approach management 

planning to implement the ISMS. The ISO 27004 standard provides a series of best practi-

ces to be able to measure the result of an ISMS. The ISO 27005 standard contains various 

general recommendations and guidelines for information security risk management. The 

ISO 27006 standard responds to a guide for certification bodies in the formal processes that 

must be followed when auditing ISMS. The ISO 27007 standard is a guide to auditing the 

ISMS. The ISO 27799 standard is a guide to be implemented in the healthcare industry. 

The ISO 27035 standard provides a best practice approach for managing security incident 

information for organizations. 

 

The standards allow organizations to present and certify a level of quality to the general 

public, demonstrating that they have the appropriate controls and techniques to ensure the 

treatment of the data and information with which it is treated. At first they were considered 

of great interest to large companies, and ISO 27000 standards are currently being studied 

by medium-sized companies worldwide. This standard is applicable to any organization 

that has information systems. By complying with the legal data protection regulations, it is 

possible to reduce problems with customers and users. It offers a guarantee of business 

continuity based on the Contingency Plan. Increase the commercial value of the company 

and partners; as well as a great improvement in the image of the organization. Increase in 

the levels of trust of suppliers, customers, shareholders and partners. 

 

Information Security Management Systems according to the ISO / IEC 27001: 2013 stan-

dard must be continuously improved following the philosophy by applying the PDCA cy-

cle methodology (Plan, Do, Verify and Act), (Aldya: 2019 ) this is done when software, 

hardware, etc. are updated. A computer security management system (ISMS) guarantees 

the confidentiality, integration and availability of the data. 

 

 



METHOD. 

The project is developed with a quantitative approach, where the different properties of the 

variables involved in the project will be quantified. It is a descriptive research because it 

measures the variables to generate data. The research is non-experimental and cross-

sectional, the variables are studied in a defined time, where the most appropriate way to 

measure said set of variables was determined to be able to give an overview of the state of 

the information security controls and if they comply with ISO / IEC 27001 of 2013 and 

observe the quality of information. 

 

To create the software for the Information Security Quality Management System (SGCSI) 

and measure the maturity model, the following was taken into account: 

 

Gap Analysis (GAP) in ISO 27001. 

A gap analysis (GAP) is a method of evaluating performance differences between a com-

pany's information systems or software applications to determine if business requirements 

are being met and, if not, what steps to take to ensure they are met successfully. Gap refers 

to the space between "where we are" (now) and "where we want to be" (the goal to be 

achieved). A gap analysis can also be called a needs analysis, allowing us to determine 

what we are missing and the resources needed to achieve our goals. 

 

A gap analysis (GAP) or deficiency analysis therefore consists of an analysis of complian-

ce with both the requirements of ISO 27001 and its controls. It is therefore something simi-

lar to an initial audit similar to the best auditing practices in an organization (Amogh Phir-

ke, 2019), so you can have an idea of the degree of implementation of the ISO 27001 stan-

dard in the organization can serve to a double objective. Establish the starting point to im-

plement the standard and evaluate the necessary effort as well as have a reliable tool to 

develop an ISO 27001 implementation plan, also to maintain a tool for evaluating the de-

gree of implementation of the standard during the implementation process and evaluate the 

degree of progress of the project. 

 

Risk analysis vs gap analysis. 

An analysis of compliance with requirements and controls of ISO 27001 should not be 

confused with a risk analysis. The compliance analysis identifies what requirements and 

controls included in the standard we have implemented in the organization and to what 

degree. On the other hand, a risk analysis offers as a result, the information security con-

trols that are really needed to implement. In other words, a risk analysis establishes the 

justification for the controls that must be implemented for information security. 

 

Depending on the size and scope of the project, a gap analysis can be carried out before 

starting the implementation of the standard in order to assess the initial situation and plan 

the necessary resources for the project. Previously, the GAP analysis standard was helpful 

when preparing the applicability statement. However, in the current version ISO 27001: 

2013 it is necessary to previously perform a risk analysis to determine the real scope of the 

controls to be implemented. 

 

To obtain an initial audit report on compliance with the standard, a GAP gap or deficiency 

analysis can be performed before starting the project applied to the generic requirements of 

the standard. Based on a risk analysis, it is possible, through the analysis of compliance 

with the controls, to obtain the report to establish the plan for their application and their 



compliance status, in addition to helping us in the preparation of the Declaration of Appli-

cability. 

 

For the performance of the GAP deficiency analysis on information security, it may be 

advisable to use a maturity model for the evaluation of compliance. The most common 

maturity models such as NIST, CITI-ISEM, COBOT, SSE / CM and CERT / CSO propose 

a model of 5 to 6 levels of maturity or compliance. These maturity models commonly used 

as tools for IT service management are used to assess how well management processes are 

performing with respect to internal controls. This model is adapted to establish an audit 

model that allows us to measure your current level of maturity with respect to the require-

ments of a specific standard, in this case ISO27001. 

 

As a result, the GAP deficiency analysis will reveal best practices to the internal controls 

of the Information Security Management system. Maturity levels are not an objective, but 

rather are a means of evaluating the adequacy of internal controls against the objectives of 

the management system. 

 

Among the advantages of performing a deficiency analysis using a maturity level model 

are the following: 

1. Provides a template for a complete safety program. 

2. Provides appropriate information to managers to implement security controls. 

3. Leads towards the use of best practice standards (ISO 27001). 

 

In this model, both the existence or non-existence and the degree of implementation of the 

11 controls (domains) that comprise the ISO27001 can be evaluated. The following 6 ma-

turity levels were taken into account to develop the application in its management report: 

 

(Level 0), Non-existence: there is no recognition of the need for the control or requirement. 

(Level 1), Ad-hoc: There is some recognition of the need for internal control or require-

ment. It is applied for a specific problem or task, not generalizable. 

(Level 2), Executed - Controls exist but are not documented. 

(Level 3), Defined - Controls are in place and adequately documented. 

(Level 4), Manipulable and measurable: There is internal control over the application of 

controls and compliance with the requirement. 

(Level 5), Optimized: There is internal and continuous control over the application of con-

trols and compliance with requirements. The effectiveness of the controls is measured by 

establishing improvement objectives. 

 

To carry this out, a list of questions was used to obtain the level of compliance of the orga-

nization under different scenarios according to the defined maturity levels. This allows 

setting a maturity level for each of the 11 controls. This was solved by developing the 

questions used in the ISO 27001 standard controls to obtain their maturity values. 

 

Evaluation criteria. 

If they assigned values according to the maturity levels from 0 to 5 for each control, obtai-

ning for each control an average level of maturity that will be determined by: 

 

Medium Level Compliance = Total score of each Control / Number of total controls 

 



This formula will deliver an average value for each control between 0 and 5, so that the 

controls and their compliance can be classified between the following values: 

 

Maturity score below 1.65: Does not comply 

Maturity score between 1.66 and 3.25: Partially compliant 

Maturity score above 3.26: Compliance with requirements of the Standard 

 

All of the above influenced the development of software to measure the quality of Informa-

tion Security in an Organization and to know if it meets the maturity levels required in the 

ISO 27001 Standard. 

 

RESULTS. 

Development of the computer application. 

The software made allows the establishment of information security measures in any type 

of organization. For this, it has a modular system that allows the entry of information 

through the collaboration of managers, area managers and support staff. It receives feed-

back from information and allows the person in charge of information security to carry out 

an analysis and obtain immediate reports that, when analyzed by the Managers, will allow 

taking adequate measures to minimize the risks to which the critical assets of the organiza-

tion are exposed, in its different aspects in information security. Senior managers have 

realized that information is a critical resource, and perhaps the most important of the orga-

nization and for this reason it must be treated appropriately like any other asset of the or-

ganization. 

 

Information security is based on the availability, integrity and confidentiality of informa-

tion assets. There is a manual that provides the logic with which the software has been de-

signed and its technological components on which it works correctly, as well as its proper 

installation. In the computer application that was developed, photos, videos, documents 

and notes can be uploaded by USB or by cell phone. The documents that can be obtained 

are: Policies, Measures, Procedures, Controls, Risks, Suggestions, a Book containing in-

formation on each point of the ISO 27001 Standard to clarify any doubts about it in more 

detail. Documents can be registered for a possible audit, each of the control points of the 

ISO 27001 Standard can be printed separately, agreements can be signed and saved 

through the union of the Adobe Reader application, they can be send documents by email 

for each of the points of the Standard, you can have reports on service providers, you can 

obtain reports for the Institution's Management, you can obtain missing follow-up reports 

for each point of the Standard , the different analyzes and reports allow timely decisions to 

be made for the different people involved. 

 

The design of the database is carried out, taking into account the structure of the controls 

provided in the ISO-IEC-27001: 2013 standard. This computer application was developed 

for the information requested in ISO 27001. It is an application so that each user can captu-

re their information related to the questions of the questionnaire for Educational institu-

tions with ISO 27001 and also allows to view suggestions. 

 

It starts with a screen where it says security warning, then click on AF_principal and pre-

sents an introduction, after having read that, click on the button: Start. (See Figure 1). In 

this development, the responses of both public and private institutions were taken as a ba-

sis so that the responses obtained can be taken as an example. (Here the names of the Insti-



tutions and those responsible were intentionally deleted). In each question you can see 

suggestions for Policies, Measures, Controls and Procedures (See Figure 3). To exit the 

suggestions, click on return to survey to continue capturing the information related to the 

Institution. It continues with the 151 questions (See Figure 2) and finally in suggestion 151 

you can also see a book with the theoretical framework on the content of the ISO 27001 

Standard (See Figure 4), to complement all the information, bibliographic references, glos-

sary as well as consult the credits of the authors and the research assistants involved. To 

exit the application, click on finish capture. You also have the option of printing the infor-

mation captured in detail for each item or in summary. 

 

Figure 1 Start screen of the computer application 

 
Source: self made. 

Figure 2 Example of questions from the 151-item questionnaire. 

 

 

 

 

 

 

 

 

 

Source: self made. 

 

Figure 3 Example of Policies, Measures, Controls and Procedures in each of the ques-

tions. 

 

 
Source: self made. 

 

 

 



Figure 4 Example of proposal for review of the book link also containing the theoretical 

framework on the content of the ISO 27001 Standard. 

 

 
Source: self made. 

 

The construction of a theoretical reference was developed, which starts from the quality of 

information security to the standards to be studied and the requirements of the tool to be 

developed. Information collection techniques formats were applied and designed: content 

analysis and unstructured observation; The analysis of the results delimited the project to-

wards the implementation of fundamental stages for the process of development and im-

plementation of the ISMS. The selection of international quality standards for information 

security was made, common aspects were identified that characterize them and allow des-

cribing their purposes and way of working. In this way advantages and disadvantages were 

known. The development of the methodology section corresponds to the description of the 

technical and theoretical strategies applicable to the scheme required for the development 

of the software. With the theory, the definition of the methodology to be applied in the 

selection of characteristics and component elements of the software model was established, 

moving from theory to practice (Ionna Topa, 2019). The software architecture that corres-

ponds to the implementation of the software model was designed. 

 

SW reports. 

The reports available to the software are: Project Planning, Document on the scope of the 

SGCSI, Initial Diagnosis, Quantitative Diagnosis of SGCSI, Information Security Policy, 

Information Security Policies, Roles and Responsibilities, Risk Management of ISMS, 

Risk Treatment Software (Own development to manage risks), Documentation, SGCSI 

Risk Management, Risk Treatment (Own development to manage risks), Audit reports for 

review by Management. The statistics report presents a comprehensive view of the Organi-

zation showing the status of information security for each of the control points or if you 

prefer a particular report on any of the control objectives in particular. 

 

CONCLUSIONS. 

The software implementation process implies commitment on the part of the entire organi-

zation, so if only the ICT department is involved, this does not lead to the successful im-

plementation of the ISMS. It is necessary that the corresponding roles and tasks be assig-

ned to each of those involved in the organization. Each and every one of the people must 

be linked to actively participate in the development of quality for the security system, be-

cause in one way or another the information is accessible to all those involved. The total 

commitment at the time of implementing an ISMS must have its knowledge by the mana-

gers, to minimize dependence and the way to see this process as a responsibility not only 

of the ICT department. 

 



It is necessary to know the risks to which the organization is exposed and through an ana-

lysis establish the treatment that is considered most appropriate. Some organizations des-

cribe a "risk analysis", where they have only subjectively evaluated some threats on the 

assets they know best, without having a clear idea of their value and on the other hand wit-

hout constituting the totality of the organization's assets. Knowing what can happen and 

the consequences that this event would generate are key aspects when defining a good se-

curity strategy. 

 

The analysis of the proposed variables allowed the software to be better structured, as well 

as the most appropriate way of defining the ideas that were had for the programming of 

said software. The possibility of assigning managers in the educational institution to enter 

only the appropriate information to the software regarding the functions of those involved 

was raised. After analyzing the various situations that could arise when entering the infor-

mation in the software, the use scheme was raised with the ICT manager for his knowledge 

and experience that gives added value, this in order to be a support and help to capture the 

requested data in terms of information security, thus obtaining the creation of aids in the 

software to enter only the requested information and obtain good results in the final report. 

 

Therefore, it is concluded that the development of the software meets the expectations of 

functionality and quality parameterization in information security because it has been for-

mulated under the parameters of the ISO 27001: 2013 standard. This software development 

complies with carrying out an analysis of the quality of information security, this being the 

basis for establishing an ISMS in this educational Institution, as well as for any Organiza-

tion that wants to establish measures for the security of your information. The support mo-

dules presented as part of the solution in this software, were defined by several investiga-

tions that, in addition to confirming the complexity associated with the selection and appli-

cation of standards, allowed to respond to the objectives set, through different methods, of 

computer security , formal techniques for data collection, statistical analysis of reports, and 

the determination of standards evaluation criteria for the consolidation of the modules. 

 

The software model presented for the implementation of the ISMS is a tool that offers risk 

analysis, specific suggestions, methodological documentation, frequent review, handling of 

non-conformities. In the software developed, tasks of information collection, data analysis, 

understanding and application of theories were carried out, among others, which allowed 

the exchange of knowledge and skills. The final product constitutes a software and tool for 

the facilitation and consolidation of goals that describes processes to support the imple-

mentation process of the Quality System in Information Security measures. 

 

With the computer application presented in this document, different statistics, procedures, 

policies, types of controls, security measures for the control of information and the systems 

that are a key element in decision-making organizations are proposed. of the directors of 

the Organization. After analyzing the computer risks that organizations currently have to 

live with, the following results were achieved: proposing policies, measures, procedures 

and controls for the use, statistics, control and safeguarding of the quality of the informa-

tion security of the systems in the organization at the time of implementing a computer 

application of the ISMS, to protect the risks to which they are subjected and at the same 

time propose solutions that follow up on possible present and future problems that may 

arise. 
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